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1 Introduction

Risk  is  an  inescapable  feature  of  every  project.  The  Infrastructure  and

Projects Authority (2023) reports that 40% of major UK government projects

carry  a  red  or  amber-red  delivery  confidence  rating,  with  inadequate  risk

identification and management consistently cited as a primary contributing

factor. At the organisational level, the Project Management Institute's Pulse of

the  Profession (2023)  reveals  that  28% of  all  project  failures  are  directly

attributable to poor risk management practices. Yet risk is not exclusively a

source of loss: PRINCE2® 7 (AXELOS, 2023) defines risk as any uncertain

event that, if it occurs, will have an effect — positive or negative — on the

achievement of project objectives. This dual nature — threat and opportunity

— is fundamental to a mature risk management philosophy.

This  report  critically  analyses the risk management process applied within

complex project environments, drawing on current professional standards and

frameworks.  It  examines  risk  identification  techniques  (including  bow-tie

analysis  and  the  Risk  Breakdown  Structure),  qualitative  and  quantitative

assessment  methods  (including  Monte  Carlo  simulation),  risk  response

strategies,  trend monitoring,  and governance considerations.  Eight  distinct

visual tools are employed to demonstrate these concepts, grounded in verified

sources from 2022 onwards.

2 Defining Risk and Uncertainty in Projects

A foundational distinction in risk management theory is that between risk and

uncertainty. Risk refers to situations in which the probability of an outcome

can be estimated — based on historical data, expert judgment, or modelling —

whereas pure uncertainty describes situations in which probabilities cannot

be reliably assigned. Most project risks fall into the former category, enabling

systematic  management;  pure  uncertainty  (sometimes  called  'unknown

unknowns'  or  'black  swans')  requires  broader  organisational  resilience

strategies rather than conventional risk registers.

AXELOS (2023) operationalises risk within PRINCE2 7 as the product of three

components: the risk cause (the source), the risk event (the uncertain event
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itself), and the risk effect (the impact on objectives). This cause–event–effect

model is more analytically precise than a simple probability–impact definition,

because  it  directs  the  project  manager  to  address  the  root  cause  and

intermediate event — not merely to quantify the outcome. PRINCE2 7 also

distinguishes  explicitly  between  threats  (downside  risks  that  would  harm

objectives if realised) and opportunities (upside risks that would benefit the

project  if  exploited).  The Cabinet  Office's  Government Functional  Standard

GovS  002  (2022)  mandates  that  all  public  sector  projects  maintain  a

structured risk register capturing both threats and opportunities throughout

the delivery lifecycle.

3 The Risk Management Process

Risk management in projects is not a single event but an iterative, structured

process that operates continuously throughout the project lifecycle. The five-

step process — Identify, Assess, Plan Responses, Implement, and Monitor and

Review — provides the governing framework within which all risk tools and

techniques  operate  (PMI,  2022;  AXELOS,  2023).  This  iterative  cycle  is

represented in Figure 1 below.

Figure 1. The five-step iterative risk management process. The feedback loop emphasises
that risk management is continuous, not a one-off exercise at project initiation (AXELOS,

2023; PMI, 2022).

The process is fundamentally iterative: newly identified risks in later phases

may trigger re-assessment of the entire risk register, while the outcome of

implemented responses should be measured and fed back into the monitoring

step. PRINCE2 7 (AXELOS, 2023) recommends that risk is reviewed at every

stage  boundary  and  at  regular  intervals  within  stages,  with  a  formal  risk

progress report submitted to the Project Board at each stage end. The PMI

(2022) similarly identifies continuous risk reviews as one of the highest-value
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practices  distinguishing  high-performing  project  teams  from  their  lower-

performing counterparts.

4 Risk Identification Techniques

Risk identification is the foundation of the entire risk management process:

risks  that  are  not  identified  cannot  be  assessed  or  managed.  A  range  of

structured and unstructured techniques support thorough risk identification,

including  expert  interviews,  brainstorming  workshops,  assumption  and

constraint analysis, checklist-based prompt lists, SWOT analysis, and lessons-

learned  reviews  from  comparable  previous  projects  (AXELOS,  2023).  Two

particularly  powerful  visual  tools  —  the  bow-tie  diagram  and  the  Risk

Breakdown Structure — are examined below.

4.1 Bow-Tie Diagram

The bow-tie diagram is a risk visualisation technique that maps the full threat-

event-consequence chain for a single risk in a single graphic. Named for its

characteristic shape, the diagram places the central hazard event at the apex,

with causes (threats) fanning out on the left and consequences fanning out on

the right. Critically, the bow-tie also positions controls: prevention controls on

the left side intercept the causal chain before the event occurs, while recovery

controls on the right side limit the severity of consequences after the event

has materialised (AXELOS, 2023). Figure 2 illustrates a bow-tie for the risk of

'Critical Developer Unavailability' in a technology project.

Figure 2. Bow-tie diagram for the risk 'Critical Developer Unavailability'. Prevention
controls (blue dashed barrier) reduce likelihood; recovery controls (green dashed barrier)

limit consequences after the event occurs (AXELOS, 2023).
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The  bow-tie  diagram  is  particularly  valuable  for  communicating  complex

causal chains to non-specialist stakeholders and for structuring the discussion

of  control  effectiveness.  A  key  analytical  application  is  assessing  control

adequacy: if an identified threat has no prevention control, or a consequence

has no recovery control, the gap is immediately visible — prompting targeted

action planning. PRINCE2 7 (AXELOS, 2023) recommends bow-tie analysis as

part of the risk assessment documentation for high-priority threats.

4.2 Risk Breakdown Structure (RBS)

The Risk Breakdown Structure (RBS) is a hierarchical decomposition of risk

sources, analogous in structure to the Work Breakdown Structure (WBS) for

project scope. By organising risks into categories and sub-categories, the RBS

helps project teams systematically explore all relevant risk domains, reducing

the likelihood of blind spots in the identification process (PMI, 2022). Figure 3

presents a four-category RBS for a complex technology project.

Figure 3. Risk Breakdown Structure (RBS) decomposing project risks into four Level-1
categories and eight Level-2 sub-categories. The RBS ensures comprehensive coverage of

the risk landscape (PMI, 2022).

5 Risk Assessment: Qualitative and Quantitative Methods

Once risks have been identified,  they must be assessed to determine their

relative  severity  and  priority.  Risk  assessment  operates  at  two  levels:

qualitative  assessment  (which  ranks  risks  by  likelihood  and  impact  using

subjective scoring) and quantitative assessment (which models the aggregate

effect  of  risks  on  project  outcomes  using  numerical  data  and  statistical

methods).  Both  are  important,  and  they  serve  complementary  purposes:
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qualitative  assessment  is  faster  and  more  accessible,  enabling  rapid

prioritisation; quantitative assessment provides the probabilistic data needed

for robust contingency sizing and decision-making on high-value projects (IPA,

2023).

5.1 Risk Matrix with Appetite Threshold

The qualitative  risk  matrix  rates  each  risk  by  its  likelihood (probability  of

occurrence)  and  its  potential  impact  on  project  objectives.  The  product  of

these ratings yields a risk score that determines the risk's  position on the

matrix  and,  therefore,  the  urgency  of  the  response.  Critically,  the  matrix

becomes  a  more  powerful  governance  tool  when  the  organisation's  risk

appetite boundary is overlaid as a diagonal threshold line: risks whose scores

fall  above-right  of  this  line  exceed the  organisational  appetite  and require

escalation or mandatory treatment; those below-left are within appetite and

may be monitored without immediate action (AXELOS, 2023; Cabinet Office,

2022).  Figure 4 presents this enhanced matrix with five illustrative project

risks.

Figure 4. Risk Probability–Impact Matrix with risk appetite threshold line (purple dashed
diagonal). Risks R1 and R2 exceed the appetite boundary and require escalation or

mandatory treatment (AXELOS, 2023; Cabinet Office, 2022).
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5.2 Monte Carlo Simulation S-Curve

For  projects  above  a  defined cost  or  complexity  threshold,  qualitative  risk

assessment  alone  is  insufficient:  boards  and  sponsors  require  statistically

defensible  confidence  levels  for  budget  approval,  particularly  on  projects

funded through public spending. Monte Carlo simulation addresses this need

by running thousands of iterative calculations of the project cost model, each

time  randomly  sampling  from  the  probability  distributions  assigned  to

individual  risk  items  and  cost  estimates  (IPA,  2023).  The  output  is  a

cumulative  probability  distribution  —  the  'S-curve'  —  which  shows  the

probability of  completing the project within any specified budget.  Figure 5

presents an illustrative S-curve for a £500k baseline technology project.

Figure 5. Monte Carlo simulation S-curve for a £500k baseline project. The deterministic
estimate has only a 32% probability of delivery; a P80 budget of £575k is recommended

for organisational confidence (IPA, 2023). Values are illustrative.

A critical insight from Figure 5 is that the deterministic (point) estimate of

£500k has only approximately 32% probability of being sufficient when the full

range of  risks  is  modelled.  The IPA (2023)  recommends that  public  sector

projects use the P80 confidence level as the funding benchmark — meaning

the project should be budgeted at £575k in this example — with the difference

between P50 and P80 held as risk-adjusted contingency. This approach is more

robust than the common practice of applying a fixed percentage contingency

to the baseline estimate.
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6 Risk Register

The  risk  register  is  the  central  repository  for  all  identified,  assessed,  and

managed  risks  throughout  the  project  lifecycle.  It  is  a  living  document,

updated regularly as risks materialise, new risks emerge, and response plans

are implemented. PRINCE2 7 (AXELOS, 2023) specifies that every risk in the

register must have a named risk owner who is accountable for ensuring the

response plan is implemented and the risk is monitored. Cabinet Office GovS

002 (2022) mandates that risk registers are reviewed at each stage gate for all

government projects. Table 1 presents a representative risk register for the

illustrative technology project.
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ID
Risk

Description
Category Likelihood Impact Score Owner Response Residual

R1

Regulatory

change

invalidates

data

architecture

External 4 3 12 PM
Avoid /

Redesign
6

R2

Key supplier

becomes

insolvent

External 2 5 10 Sponsor

Transfer /

Contract

clause

5

R3

Scope creep

from

uncontrolled

change

requests

PM 4 2 8 PM

Reduce /

Change

control

4

R4

Senior

developer

becomes

unavailable

Org. 3 2 6
Dev

Lead

Reduce /

Cross-

training

3

R5

API

integration

failure with

legacy

system

Technical 2 2 4
Tech

Lead

Reduce /

Prototype

& test

2

Table 1. Risk Register extract for a technology project. Scores = Likelihood × Impact. Residual

risk reflects the expected score after the response plan is implemented (AXELOS, 2023; Cabinet

Office, 2022).

7 Risk Response Strategies

Once risks are assessed and registered, the project manager must select an

appropriate  response  strategy  for  each.  PRINCE2  7  (AXELOS,  2023)

distinguishes between responses for threats and responses for opportunities,

recognising  that  both  require  active  management.  For  threats,  the  four

principal strategies are:  Avoid (eliminating the risk entirely by changing the

plan or scope), Reduce (implementing controls to lower likelihood or impact),

Transfer (shifting financial or contractual liability to a third party, for example

through insurance or fixed-price contracts), and  Accept (acknowledging the
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risk without active action, supported by contingency funds). A fifth strategy —

Share — is applicable where a third party can benefit from taking on part of

the risk, as in public-private partnership arrangements.

For opportunities, PRINCE2 7 (AXELOS, 2023) recommends:  Exploit (taking

deliberate  action  to  make  the  opportunity  certain  to  occur),  Enhance

(increasing the probability or impact of the opportunity), Share (working with

a third party to exploit the opportunity jointly), and Reject (accepting that the

opportunity will not be actively pursued). Table 2 summarises these strategies

with decision criteria for selection.

Strategy Applies To Description When to Use

Avoid Threats
Eliminate risk cause or change

plan

Risk score exceeds appetite;

cause removable

Reduce Threats
Apply controls to cut

likelihood/impact

Cost of control < expected risk

cost

Transfer Threats
Move liability via contract/

insurance

Third party better placed to

manage

Accept Both
Acknowledge risk; hold

contingency

Risk within appetite; cost to treat

too high

Share Both
Apportion risk/reward with

third party

Partnership or alliance delivery

model

Exploit Opportunities
Make certain the opportunity

occurs

High-value opportunity; resources

available

Enhance Opportunities
Increase probability or

potential benefit

Opportunity partially achievable

with effort

Reject Opportunities
Decide not to pursue the

opportunity

Benefit insufficient given cost or

risk

Table 2. Risk response strategies for threats and opportunities, with selection criteria.

Strategies should be proportionate to the risk score and the cost of implementation (AXELOS,

2023; PMI, 2022).
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8 Risk Trend Monitoring

Risk management does not conclude with the selection of a response strategy:

the effectiveness of that strategy must be measured over time, and the overall

risk  profile  of  the  project  tracked.  Risk  trend  monitoring  compares  the

project's inherent risk exposure (the total risk score before any controls are

applied) against its residual risk exposure (after controls) across the project

lifecycle. A widening gap between the two lines indicates that controls are

working effectively; a narrowing gap or a rising residual-risk line signals that

controls  are  failing  and  intervention  is  needed  (AXELOS,  2023).  Figure  6

presents a risk trend chart  for the technology project  across four lifecycle

phases.

Figure 6. Risk trend chart showing inherent and residual risk exposure across the project
lifecycle. Controls reduce residual risk below the appetite threshold from the Planning
phase onwards. Note the spike in inherent risk at Planning — normal as risks are fully

documented for the first time (AXELOS, 2023; PMI, 2023).

9 Risk Appetite and Governance

Risk  appetite  is  the  amount  and  type  of  risk  an  organisation  is  willing  to

accept in pursuit of its strategic objectives (AXELOS, 2023). It provides the

governance  boundary  within  which  project  managers  must  operate:  risks

whose residual scores exceed the appetite require escalation to the Project

Board or sponsoring organisation, not merely recording in the register. Risk

tolerance  —  a  related  but  distinct  concept  —  describes  the  acceptable

variation  around  the  risk  appetite,  providing  a  buffer  before  escalation

becomes mandatory (Cabinet Office, 2022).
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GovS  002  (Cabinet  Office,  2022)  requires  that  all  UK  central  government

projects  document  their  risk  appetite  explicitly  in  the  project  initiation

documentation,  with appetite thresholds agreed between the Project Board

and  the  Senior  Responsible  Owner  (SRO)  before  execution  begins.  This

ensures that risk management is an active governance activity rather than a

compliance exercise. The IPA (2023) notes that projects that align their risk

management  practices  with  explicit  Board-level  risk  appetite  statements

demonstrate measurably better delivery outcomes than those that do not. The

Scaled Agile Framework (Scaled Agile, Inc., 2023) extends this principle to

programme level, requiring Portfolio-level risk governance to cascade appetite

thresholds down to individual Agile Release Train teams.

10 Agile Risk Management

Traditional  risk  management  frameworks  assume  a  degree  of  upfront

knowability:  risks  are  identified,  assessed,  and registered before  execution

begins. Agile environments challenge this assumption, because requirements

evolve rapidly and the project environment changes with each Sprint. The PMI

(2022) acknowledges that Agile teams must integrate risk management into

their iterative cadence rather than treating it as a separate, episodic activity.

In practice, this means incorporating risk identification into Sprint Planning

ceremonies, maintaining a 'risk backlog' (items logged but not yet scheduled

for response), and reviewing the risk register at each Sprint Retrospective.

The Scaled Agile Framework 6.0 (Scaled Agile, Inc., 2023) provides structured

risk  management  at  programme scale  through the  ROAM technique  — an

acronym for Resolved, Owned, Accepted, and Mitigated — which is applied

during Programme Increment (PI) Planning events to categorise and assign all

identified  risks  within  the  planning  horizon.  SAFe  6.0  also  introduces

enhanced business agility metrics that include risk-adjusted velocity, enabling

portfolio managers to track the cost of risk management as a proportion of

total delivery effort. This systemic integration of risk into Agile governance

represents  a  significant  maturation  of  practice  compared  with  earlier

iterations of  Agile frameworks,  which largely deferred risk management to

post-implementation retrospectives.
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11 Conclusion

This  report  has  demonstrated  that  effective  risk  management  in  complex

projects  requires  a  layered,  integrated  approach  spanning  identification,

assessment, response planning, implementation, monitoring, and governance.

The bow-tie diagram provides a powerful tool for mapping causal chains and

testing  control  adequacy;  the  Risk  Breakdown  Structure  ensures

comprehensive  coverage  of  the  risk  landscape;  qualitative  matrices  enable

rapid prioritisation; and Monte Carlo simulation provides the statistical rigour

demanded by senior sponsors and public sector governance frameworks. The

risk  register  synthesises  all  risk  intelligence  into  a  single  actionable

document, while risk trend monitoring provides the real-time visibility needed

to detect deteriorating risk positions before they translate into project failure.

Critically, risk management is not a technical exercise conducted at project

inception: it is a continuous governance activity that must be embedded in the

project's decision-making cadence at every level, from Sprint Retrospective to

Project Board stage review. The evidence from the IPA (2023) and PMI (2022,

2023) is unambiguous — organisations that invest in mature risk management

practices deliver significantly more of their projects on time, within budget,

and  to  the  specified  quality  standard.  In  an  era  of  increasing  project

complexity,  digital  transformation  pressures,  and  regulatory  uncertainty,

proactive risk management is not merely best practice: it is an organisational

imperative.
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