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1. INTRODUCTION

Cloud computing has fundamentally changed how organisations
provision, manage, and pay for IT infrastructure. By delivering
computing resources — storage, processing power, networking, and
software — as on-demand services over the internet, cloud platforms
enable businesses to scale rapidly, reduce capital expenditure, and
access capabilities that would have required prohibitive internal
investment only a decade ago (Armbrust et al., 2010). This report
critically evaluates cloud computing service models, deployment
strategies, and security frameworks, applying them to the case of
ClearVault Financial Services Ltd (fictitious) — a UK-based wealth
management firm that migrated from a fully on-premises infrastructure
to a hybrid cloud architecture between 2023 and 2025. The report
draws on the NIST cloud computing definition (Mell and Grance, 2011),
the AWS Well-Architected Framework (AWS, 2024), and NCSC cloud
security principles (NCSC, 2023) to evaluate ClearVault's approach and

formulate strategic recommendations.

2. CLOUD SERVICE MODELS: IAAS, PAAS, AND SAAS

The National Institute of Standards and Technology (NIST) defines
three fundamental cloud service models (Mell and Grance, 2011), each
differing in the degree of abstraction offered and the corresponding
distribution of management responsibility between provider and

customer:



TaasS PaaS SaaS

INFRASTRUCTURE AS A SERVICE PLATFORM AS A SERVICE SOFTWARE AS A SERVICE

Virtualised compute, storage, and Managed runtime environment; Fully managed application delivered via

networking. Customer manages OS provider handles OS and middleware. browser. ClearVault uses Microsoft 365
upward. ClearVault uses AWS EC2 and ClearVault uses AWS Lambda (email, collaboration) and Salesforce
S3 for core banking workloads. (serverless) for real-time transaction (CRM). Zero infrastructure

Maximum flexibility; highest customer processing APIs. Reduces ops management; least customisation
management burden. overhead; limits OS-level control. flexibility.

ClearVault's decision to use all three models concurrently — a multi-
model cloud strategy — is consistent with the approach Buyya et al.
(2009) describe as matching workload characteristics to the most
appropriate service abstraction. Latency-sensitive, compliance-governed
core banking systems run on IaaS where the organisation retains full
control of the OS and encryption configuration; event-driven
microservices use PaaS to benefit from managed auto-scaling; and
productivity tools use SaaS to eliminate the overhead of patching and

maintaining software that provides no competitive differentiation.

3. CLOUD DEPLOYMENT MODELS

NIST (Mell and Grance, 2011) defines four deployment models — public
cloud, private cloud, community cloud, and hybrid cloud —
distinguished by who owns, operates, and has access to the

infrastructure.

A public cloud (such as AWS, Microsoft Azure, or Google Cloud
Platform) is owned by a third-party provider and shared across multiple
customer tenants, separated by logical virtualisation. It offers the
lowest cost and highest scalability but gives the customer no control
over the underlying physical infrastructure. A private cloud is
provisioned exclusively for a single organisation — either on-premises
or in a co-location facility — offering maximum control and data
sovereignty at significantly higher cost and operational complexity. A
hybrid cloud combines both, enabling workloads to move between
environments based on security, performance, or cost requirements.
This is the model ClearVault adopted, and the model most commonly
implemented by regulated industries where certain data categories

cannot reside in public multi-tenant environments (NCSC, 2023).



4. CLEARVAULT HYBRID CLOUD ARCHITECTURE

FIGURE 1 — ClearVault Hybrid Cloud Architecture (Fictitious)

PRIVATE CLOUD (On-Premises) PUBLIC CLOUD (AWS London Region)

Core Banking System (Temenos) VPC — Private Subnet
PCI-DSS Zone | Encrypted storage
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AWS Direct Connect
10 Gbps | Private link AWS Lambda (PaaS) — API Gateway
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S3 Object Store loudwatch + GuardDut
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24/7 SOC monitoring | IDS/IPS

d users - CloudFront CDN - WAF -

Figure 1: ClearVault Financial Services hybrid cloud architecture. Regulated customer data and core banking remain on
private infrastructure; analytics, APIs, and collaboration services run on AWS (London eu-west-2 region). AWS Direct
Connect provides a 10 Gbps private encrypted link. All data fictitious. Source: Author's original design, adapted from AWS
(2024) and Mell and Grance (2011).

The architecture places ClearVault's most sensitive data — customer
personally identifiable information (PII) and PCI-DSS-governed payment
data — in the private on-premises zone where the organisation has full
physical control. The public cloud zone hosts customer-facing web APIs,
the reporting database replica, and document storage. This design
directly addresses the data sovereignty requirement: UK GDPR Article
44 restricts personal data transfers outside the UK/EEA unless
adequate safeguards are in place; by retaining the authoritative
customer database on UK soil, ClearVault eliminates this compliance
risk entirely (ICO, 2023).
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Table 1: ClearVault On-Premises vs Hybrid Cloud — Cost and Capability Comparison (Fictitious data for

educational illustration)

Dimension

On-Premises (Pre-2023)

Hybrid Cloud (2025)

Outcome

Infrastructure cost

model

Peak load capacity

Disaster recovery
RTO

Availability SLA

IT provisioning

time

Compliance audit

effort

CapEx: £4.2m server refresh

every 4 years

Fixed at 1,200 concurrent

sessions; crashes at peak

Recovery Time Objective: 36

hours (tape restore)

~99.2% (self-managed;

unplanned outages)

New server: 6-8 weeks

(procurement + racking)

Manual evidence collection; 3-

week audit prep

OpEx: ~£38k/month AWS

spend (elastic)

Auto-scales to 18,000
concurrent (AWS EC2 ASG)

RTO: 4 hours (multi-AZ RDS

failover + S3 backups)

99.99% (AWS multi-AZ + ALB
health checks)

New EC2 instance: <3

minutes (Terraform laC)

AWS Config + CloudTrail

automated audit trails

3-year TCO

reduction: 31%

15x elastic

headroom

RTO improved 89%

~42 min downtime/

yr vs ~70 hrs

Speed-to-provision:

x1,400

Reduced but skill

uplift needed

The shift from capital expenditure (CapEx) to operational expenditure
(OpEXx) is one of the most strategically significant financial implications
of cloud adoption. Under the on-premises model, ClearVault was
required to forecast infrastructure capacity three to five years in
advance and purchase physical hardware accordingly — inevitably
leading to either over-provisioning (wasted capital) or under-
provisioning (performance bottlenecks). Cloud's pay-per-use model,
which Armbrust et al. (2010, p. 53) describe as the ability to purchase
computing resources as a utility — analogous to electricity — eliminates
this AWS

during the end-of-tax-year

forecasting risk entirely. ClearVault's spend scales
automatically with transaction volume:
demand spike (April), spend increases proportionally; during quieter

summer months, it contracts.



6. SECURITY: SHARED RESPONSIBILITY AND ISOI/IEC 27017

Cloud security requires organisations to understand precisely which
security obligations they retain and which are discharged by the
provider — a boundary defined by the shared responsibility model
(AWS, 2024; CSA, 2019). In ClearVault's IaaS environment (EC2), AWS
is responsible for the physical data centre, hardware, virtualisation
layer, and network infrastructure. ClearVault retains responsibility for
the operating system hardening, application code, identity and access
management (IAM), data encryption, and network security groups. A
critical vulnerability in many cloud deployments is the misconfiguration
of IAM permissions — granting overly broad access rights that expose
data if an account is compromised. ClearVault mitigated this by
implementing the principle of least privilege for all IAM roles, using
AWS Organizations service control policies (SCPs) to enforce
boundaries, and enabling AWS GuardDuty for continuous threat

detection.

ISO/IEC 27017:2015 provides a code of practice for information security
controls specifically applicable to cloud services, supplementing the
general controls in ISO/IEC 27001. ClearVault adopted ISO/IEC 27017
as its cloud governance framework, implementing cloud-specific
controls including: shared asset documentation recording which
security elements are managed by AWS versus ClearVault; virtual
machine hardening standards applied to all EC2 instances via AWS
Systems Manager; and monitoring of administrative operations in the
cloud environment via CloudTrail — creating an immutable audit log of
all API calls made in the AWS account, essential for both security

investigation and FCA regulatory compliance (ICO, 2023).

7. AWS WELL-ARCHITECTED FRAMEWORK

AWS's Well-Architected Framework (AWS, 2024) provides a structured
set of architectural best practices across five pillars, which ClearVault

used to evaluate and improve its cloud design:



OPERATIONAL
EXCELLENCE

Infrastructure as Code
(Terraform); automated
deployment  pipelines
(Cl/ICD); runbooks for
incident response.

SECURITY

IAM  least privilege;
encryption at  rest
(AES-256) and in
transit (TLS 1.3);
GuardDuty threat
detection; WAF.

RELIABILITY

Multi-AZ  deployment;
RDS automated
failover; S3  cross-
region replication for
disaster recovery.

PERFORMANCE
EFFICIENCY

Auto Scaling Groups;
Lambda for event-
driven APIs;
CloudFront CDN
reducing origin latency

COST
OPTIMISATION

Reserved Instances for
steady-state workloads
(43% vs on-demand);
Spot Instances  for
batch processing.

by 62%.

8. CHALLENGES, RISKS, AND MITIGATION

Despite the clear benefits, ClearVault's hybrid migration encountered
three significant challenges. Latency between the on-premises private
zone and AWS introduced a 12ms round-trip overhead on database
queries that straddled environments — partially mitigated by replicating
read-only data to an RDS read replica in AWS but requiring careful
application re-architecture to minimise cross-environment calls. Skills
gap was the most persistent challenge: the organisation's IT team
possessed deep expertise in on-premises infrastructure but limited
cloud-native experience. Rittinghouse and Ransome (2017) identify
skills and knowledge transfer as the most frequently cited barrier to
successful cloud adoption in regulated industries — a finding validated
by ClearVault's requirement to invest approximately £120,000 in AWS
training and certification for its infrastructure team before go-live.
Third, vendor lock-in risk was partially mitigated by containerising
applications using Docker/Kubernetes, enabling portability across cloud
providers, but remains a long-term strategic concern if AWS pricing

increases substantially.

9. CONCLUSION

Cloud shift

infrastructure is consumed — from a capital asset owned and managed

computing represents a fundamental in how IT
internally to a utility service procured on demand. ClearVault Financial
Services' hybrid cloud architecture demonstrates how a regulated
organisation can realise the scalability, cost efficiency, and resilience
benefits of public cloud whilst satisfying data sovereignty and
compliance obligations through private infrastructure for the most
sensitive workloads. The analysis confirms that cloud adoption is not
primarily a technical challenge but a governance and risk management

challenge: organisations that invest in understanding the shared



responsibility model, implement the Well-Architected pillars, and align
their cloud strategy with applicable regulations will derive substantially
greater value than those that treat cloud as a straightforward

infrastructure replacement.

// STRATEGIC RECOMMENDATIONS

* Formalise FinOps practice: Implement AWS Cost Explorer tagging strategy by business
unit and appoint a Cloud Financial Manager to govern the OpEx model — preventing the
common pattern where cloud costs grow unchecked as teams provision resources without
visibility of cost.

* Pursue ISOJ/IEC 27001 + 27017 dual certification: Formal certification provides
demonstrable assurance to FCA regulators and institutional clients of the security

governance framework, and reduces audit burden through independently verified controls.

» Evaluate multi-cloud for critical services: Using Microsoft Azure as a secondary

provider for disaster recovery would eliminate single-provider dependency risk and

strengthen the business continuity posture beyond the current multi-AZ strategy.
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